Meponpuamusa no npogpunaxkmuke XumieHuii OEHEHCHHIX CPEOCH 8 ZPANHCOAH,
COBEPULEHHBIX C UCNOTBb306AHUEM UHPOPMAYUUOHHO-METEKOMMYHUKAUUOHHBIX
mexHo02uu

Cdepa nHPOpPMAITMOHHO-TEIIEKOMMYHUKAIIMOHHBIX TeXHOoJIOTHiA (1anee mo Tekcty UTT) 3arparusaer
Bce cephl )KU3HA COBPEMEHHOTO o0miecTBa. KommaecTBo nmpecTyniieHnii, COBEpIIaeMbIX C HCITOJIb30BAaHHEM
WUTT, HEyKIIOHHO pacTeT, METOJbl, CIOCOObI U CPEACTBA UX COBEPLICHUS CTAHOBSTCS BCE CIIOKHEE U
M30IpPEHHEE.

Taxk, B 2022 roay noapazaenenusimu OBJ] BoisiBneno 6osee 100 ThiC. mpecTyIIeHUH, COBEPIIEHHBIX C
ucnons3oBanneM UTT, B chepe xommbproTepHO MHPOpMAIUK, ¢ UCHOIb30BaHuEM ceTH «MHTepHEeT», a
TaK)Xe C UCMOJIb30BAaHUEM CPEICTB MOOUIILHOU CBSA3H.

Bonpocsl, cBsazanHbie ¢ ucnonp3oBaHueM WTT Ha 3aKOHOJATEIBHOM YPOBHE pErYJIHUPYIOTCS
®enepanbHbIM 3ak0HOM OT 27.07.2006 Ne 149-®3 «O06 nndopmanyu, nHGOPMALMOHHBIX TEXHOJIOTHUSIX U O
3amuTe MH(OpManum». 3aKOHOJATENbHbIE aKTbhl, pa3pabOTaHHbIE HAa €ro OCHOBE, B LEJIOM IO3BOJISIOT
PockomMHan30py BO B3aMMOJEWCTBUM C ONEPATOpPaMU CBSI3M M OpPraHU3aTOpaMU paclpOCTPaHEHUS
nH(pOopMalnHY, OCYIIECTBIAT BeJleHne «EIMHOro peectpa TOMEHHBIX UMEH, YKa3aTeseil CTpaHull CaliToB B
UTT cetn «IHTEpHET» U CETEBBIX aIPECOB, MO3BOJISIOMINX HACHTHU(GHUIIUPOBATH CAalTHI B ceTh «HTEpHETY,
cojiepxarniue nHGOpMaIIIio, pacpocTpaHeHne KoTopoit B Poccuiickoit denepariuu 3anpemieHo.

[Ipunarne ®@enepanpHoro 3akoHa oT 27.06.2018 Ne 167-®3 «O BHeCEeHMM U3MEHEHUH B OTJEIbHBIC
3aKOHO/AaTeNbHbIE aKThl P® B YacTW NPOTHUBOACUCTBUS XWINECHUIO JIEHEKHBIX CPEIICTBY», IO3BOJIMI
KpeIuTHO-(HWHAHCOBBIM OPTraHU3AIMsIM CBOEBPEMEHHO OJIOKMPOBATh HE3aKOHHBIC TPAH3aKIIUH, BO3MEIIATh
yiep0 OT HUX.

B cootBercTtBuM ¢ @enepanbHbiM 3akOHOM OT 23.04.2018 Ne 111-®@3 «O BHECeHMM M3MEHEHUU B
VYronoBHbI Kogeke PDy, ykecToueHO Haka3aHHWE 3a XHINECHHE JCHEKHBIX CPEJCTB ¢ 0AHKOBCKOTO CYeTa
WJIY DJIEKTPOHHBIX JIEHEXKHBIX CPEACTB.

[Ipn sTOM mMMeromMecs HOPMAaTHBHBIE NPABOBBIE AKThl HE B IOJHOW Mepe IMO3BOJIAIOT PEIIaTh
nocrasieHHbie nepeq MB/I Poccuu 3agaun.

Tak, mepBUYHBIM cIocOO0M O00pBOBI ¢ TpecTynmHOCThIO B chepe UTT sBnsiercs ee mpoduiiakTuka,
KoTopass OepeT CBOoe Hauyajga C MpaBWUJ MOBEIEHUS TpakJaH, B OTHOLIEHHUH KOTOPBIX MPOUCXOISAT
MoreHHndeckue nercteust B chepe MTT. M3yuenue BumoB mpectynmHoit aestenbHoctH B chepe UTT,
METO/IOB UX COBEPIICHUS], METOJIOB JOCTKEHUS eI U 0OMaHa, U3y4eHHE METOIUK U MIPaBUJI MOBEACHUS
rpaxaaH Opu OOUICHUH C NPECTYNHUKAMHU, MO3BOJUT MPO(PUIAKTUPOBATh YKa3aHHOE HampaBeHHE
MIPECTYIMHON JIEATEIbHOCTH U MPECEUYb HACTYIJICHUE BPEIHBIX MTOCIEICTBUM.

HaubGonee pacmnpoctpanennble Buibsl MolneHHudectB B chepe HTT, a Ttakke mnpuszHaku
MOUIEHHUYECKUX CXEM:

1) mpuoOpereHue TOBapoB M ychnyr mocpeiactBoM cetu «Mutepuer». Ilpumep: co3maercs caiT-
«OJTHOCTPAHUYHUK», HA KOTOPOM BBIKJIJIbIBAIOTCS TOBAPHI OJIHOTO BU3YalbHOTO Npu3Haka. L{eHa 3a ToBapbl
BeCbMa TIpUBIIEKaTeNbHAs, HIKE cpeaHepbiHOYHOW. [Ipum odopmnennn 3akaza Bam npemmaraior
OCYILIECTBUTB JINOO MPEIOTIaTy Ha KapTy OaHKa WU STHIEKC.KOLIENEK, IN00 OMIAaTUTh 3aKa3 «HAJI0KEHHBIM
wiarexxom». [IpucyrcTBre BO3MOKHOCTH HAJIOKEHHOTO IJ1aTeka 0OBIYHO CHIDKAET OuTensHoCcTh. OnHaKo,
CTOUT TIOMHHUTBH, YTO TPH TMOJTY4YeHUU TOChUIKH (ToBapa) B oTaeneHuM «llouta Poccum» Bbl cHauana
OIUIAUMBAETE HAJIOKEHHBIM IUIATEXK, KOTOPBIA BO3BpATy HA MECTE€ HE MOMJIEKUT, a YK€ IMOCIe MOXKETe
BCKPBITh YNAKOBKY MOCBUIKUA. 3a4acTyl0 BMECTO OIUIAYEHHOTO TOBapa B MOCBUIKE MOTYT HAaXOJUThCS
MpeIMEeThI, KOTOPbIE HE MPEJICTABISIIOT IEHHOCTH (IOCKH, KUPIUYH U HUHBIE MPEAMETHI), MO0 TOBapHI,
CTOMMOCTb KOTOPBIX HU3Kasl, OTHOCUTEIHLHO CTOMMOCTH 3aKa3aHHOT'O TOBAapa.

[Ipu3Haku MOIIEHHMYECKOW CXEMbl Ha CalTax: OTCYTCTBHE OT3bIBOB MOKYyMAaTelied, MUHUMAJIbHBIN
uHTepdeiic, CKyIHbIe KOHTAKTHBIE TaHHBIE, IEPETHCKA BEIETCS C AIEKTPOHHBIX MOYTOBBIX SITUKOB.

[TogoGHBIE MOIIIEHHUYECKHUE CXEMBI MOTY OCYIIECTBIATHCS U TIOCPEACTBOM Telle(hOHHBIX 3BOHKOB C
pPa3IMYHBIX HOMEPOB, 3a4acTyl0 CTAallMOHAPHBIX. 3BOHSIIMN MPEICTABISAETCA COTPYIHUKOM HHTEPHET -
Mara3uHa, MpejajgaraeT Ha BBITOJIHBIX YCIOBHSIX MPUOOPECTH TOBAp, a TAK)KE TOBOPUT O TOM, YTO BBI YK€
0(OpPMIISLIIM UHTEPHET-3aKa3bl M 'y BaC CKOIUICHO OMpeeNieHHOE KOJIMYECTBO MOJAPOYHBIX OaJIoB, 3a CUET
KoTopbIx Bam obecrieuena ckuika OT CTOMMOCTH.



2) IlpuseiB o momomu. Ha wWHTEpHET pecypcax 3I0YMBIIIICHHUKAMU DPa3MEIIAeTCs JIOXKHAas
nHpOpMaIKA 0 HATMYHH 3200JIeBaHKS Y OECITOMOIIIHOTO JIMLIA, U YTO HEOOXOIMMO JIOPOTOCTOAIIEE JICUCHHE.
B cBs13u ¢ ueMm Bac MMpOCAT OKa3aThb 6JIaFOTBOpI/ITCJIBHyIO moMo1Ib, IyTEM NEPCBOAA ACHCKHBIX CPCACTB HA
cueTa 0aHKOBCKHX KapT, TMO0 HHBIMU CIIOCOOAMHM AJIEKTPOHHBIX IJIATEXKEH.

Koneuno 6LIBaIOT JKU3HCHHBIC CUTyalliM, KOr'Jda HOI[O6HLIC MMPU3BIBBI K 6J'IaI‘OTBOpI/ITeJILHOCTI/I
I[ei/JICTBI/ITCJII)HO MOTYT IIOMOYb CHACTH XHU3Hb KOMy-J'II/I60, OJIHaKO, HpCKAC 4YCM IHPUHATH HOIIO6HOC
penieHre oOpaTHTe BHUMAHUE Ha CIICIYIOMISe: Pa3MEIICHBI JIM KOHTAKTHBIC JaHHBIC POJICTBCHHUKOB MU
pO[[I/ITCJ'IeI\/JI JiMa, KOTOpOMY HY)KHA IOMOIIb, COBIAAAIOT JIM UX JAHHBIC C JAHHBIMU BJIAJCIIBIICB KapT.
[To3BoHUTE MO yKa3aHHBIM KOHTAaKTHBIM HOMEpaM, a €Ile JIydlle MONpoOyiTe HalTU MX B COLMAIbHBIX
CeTSX.

3) 3BOHOK OT pPOJCTBCHHHKa, MomaBinero B Oemy. Pa3zgaercs 3BOHOK ¢ HEM3BECTHOTO HOMeEpa.
ToBopsimuii, amanTUpPysICh MO CHTYAIHH, 3JI0POBACTCS, U TOBOPHUT «3TO si». JKepTBa, cpa3y acCOIHMHPYS
MI0/ICO3HATEIHFHO TOBOPSIIETO ¢ KEM-TO, KOTOPOTO OHA HE y3Haa, BITACTCS Y3HAThH M B UTOT'C HA3bIBACT UM
OJTM3KOTO YeIoBeKa. 3JI0YMBIIIICHHUK, TOJIb3YSCh CUTYyallUe, COTIIaIIaeTcsl ¢ TeM, YTO MMl IIPUHAICKHAT
€My, IOCJIC UCro, HaJlaAuB IICUXOJIOTHYECKUN KOHTAKT C )KepTBOi/JI, HAa4YMHACT paCCKa3blBaTbh NCTOPUIO O TOM,
yTo OoH nonai B 6exy (A TII, moman B monuiuio 3a mpecTyIuieHne, KOTopoe He coBepinal, u T.j.) [Ipu stom
3a4acTyl0 K pasroBOpYy IMOJKIIOYAETCS €ro COOOIIHMK, IPEICTABISSACh KaKUM-THOO COTPYIHHKOM
TOCCTPYKTYPHl M TOJITBEPXKAAET pPACCKa3aHHYIO0 HCTOpHWIo. [lociie 4ero «ImceBIOpOICTBEHHUK)» IMPOCHT
IEPEBECTU JCHCKHBIC CPEACTBA, SIKOOBI IJId BbIXOJia U3 CUTyalluu U €ro OCB060)KI(€HI/I$I.

B cnoxusmieiicsa CUTyalllX BbI JOJIKHBI Cpa3y IIOMHUTHL O TOM, YTO HOI[O6HBI€ BUAbI MOIIICHHUYCCTB
CYIIECTBYIOT, W Cpa3y ke 3a7aTh TOBOPSAIIEMY JIFOOOH BONPOC, CBA3AHHBIN C BAIllMM 3HAKOMCTBOM H T.IL
Ecnu roBopsmuii meITaeTcsl 3amyTaTh BaC MU HE MOXKET OTBETUTh KOHKPETHO, TO Cpa3y ke MpeKpaTuTe
pasroBop, 1a0bl HCKITFOYHUTH MICHXOJIOTHYECKOE BO3AecTBIE Ha Bac.

4) 3BoHOK OT paboTHHMKAa OaHKa (TMPEACTaBUTEIs CIYXObl Oe3omacHOCTH). Pasmaercs 3BOHOK C
HE3HAKOMOT0 HOMepa. 3BOHALIUI YBEPEHHBIM I0JIOCOM IpPEACTaBisIeTcsd paOOTHUKOM OaHKa (B OCHOBHOM
HazwiBaeTcs [TAO «COepOaHK»), YBEpEHHO YTBEPKIasi, YTO JKEPTBA SBJSETCS KIMEHTOM OaHKa, U YTO B
OTHOIIEHUHM HEro MPOUCXOAAT MOIICHHMYECKUE NEHCTBHIL, Hampumep, MOCTyNuia 3asBKa B OaHK Ha
CIHMCaHME JEHEeKHBIX cpelIcTB. [Ipu 3TOM roBopsIuii 3a1a€T HEOTHOKPATHO BOMIPOCHI: MPOU3BOAUIIH JIU BBI
MIEPEBO/IbI ICHEKHBIX CPEJICTB, OTIJIAUMBAJIH JIU Bbl TOBAPHI YEPE3 CETh MHTEPHET, CHUMAJIH JIU Bbl ICHE)KHbBIE
cpencTBa ¢ 0aHKOBCKOM KapThl B ocieaHee BpeMs. JKepTBa, Oyayun BBeI€HHOI B 3201y /IeHNE, HAUNHACT
OTBeuaTh Ha BOIpPOCHl. HanmanuB IMCHUXOJOTMYECKUH KOHTAKT C KEPTBOW, MOUICHHHK, IMOJ MPEIIOroM
MpeceyeHns] MOIICHHUYECKUX ACWCTBUIM M BO3BpaTa SKOObI MOXMILEHHBIX IEHEKHBIX CPEICTB, MPOCUT
Ha3BaThb HOMEP KapThl >KepTBHI, AaTy Bbimycka U CVC koj, ykazaHHBIH Ha 0OOPOTHOI CTOPOHE KapThl.
Obnagas yka3aHHOW WH(pOpPMAIME 3JIOYMBIIUICHHUK C JIETKOCTbIO, MPH TOMOIIU JIETUTHMHO
CYIIECTBYIOIIUX CHUCTEM OJJIEKTPOHHBIX IUIATEXKeH, MOXKeT OeclnpensiTCTBEHHO MOXUTUTh CO CYeTa
0aHKOBCKOM KapThl IcHEKHbBIE cpesicTBa. Kpome Toro, mHOrAa, Mpy nepeBojax ¢ 6aHKOBCKUX KapT Ha HOMEP
TerneoHa KEPTBbI MPUXOAAT OT OaHKa CMC-KOJbI, MOATBEP)KIAIOIIME IMepeBoabl. JlaHHbIE KOIbI
3II0YMBIIIJICHHUK TaK)Xe MbITAaeTCI 0OMaHHBIM ITyT€M BbIMAHUTh.

5) 3BOHOK OT COTpyAHHUKA TOJUIUH (CICACTBEHHBIM KOMHUTET, MPOKypaTypa). 3BOHSAIIMIA
MIPEJICTaBISETCS COTPYAHUKOM MTPABOOXPAHUTEIBHBIX OPTAHOB U T.J. TIOCTIE YETro pazbsACHAET HHPOPMAITIIO
0 TOM, YTO IO MACHOPTY MOTEPIIEBIIEro B KaKOM-IH00 cyObekTe PD MOIIEHHUKH MBITAIOTCS 0(QOPMUTH
KpeAuT, TpH 5ToM HasbiBaloT JoxHble PWO ¢ Bompocom, 3HaAKOM I Takoe moTeprieBinemy. [lpu
YCTaHOBJICHHUH KOHTaKTa C TOTEPIEBIIMM, 3JIOYMBIIIEHHUKA TMPOCIT TMPOU3BECTH Pa3IUYHbBIE
MaHUIYJSIUN: 0QPOPMHUTH KPEAUT B OHJIAITH-KaOMHETE M OCYIIECTBUTH UX MEPEBOJI HAa HOMEpa Tene(OoHOB U
0aHKOBCKUX KapTa, MEPEBECTH JTUYHbIE cOEpekeHUs Ha Te K€ HoMepa TelnedOHOB, Ha3BaTh Pa3UYHbBIC
MapoJIH, MEPEUTH MO CChUIKAM U T.JI.

Takke MOIIEHHUKA MOTYT 3BOHHUT MOJ JIMYMHON COTPYIHUKOB MPABOOXPAHUTENBHBIX OPraHOB U
MPOCUTH TIOTEPIIEBIINX MTOYYACTBOBAThH B 33J/IepyKaHUN MOIIEHHUKOB, KOTOPBIE MBITAIOTCS TOTYYUTh JOCTYII
B cUeTaM MOTEPHEBIIUX, I ITOTO MPOCST MEPEBECTH BCE CBOM JICHEKHBIE CPEICTBA HA CTOPOHHMI CUET,
SKOOBI 3aMOPO3UB YKa3aHHYIO CyMMYy, oOellasi, 4YTo yKa3aHHBbIC JACHEKHBIC CPEACTBA BEPHYTHCS Ha CUET
MOTEPIEBIINX CITYCTS KaKOe-TO BpeMsl.



B yka3aHHOH BBIIIIE CUTYallul HY>KHO TIOMHHTb, YTO PaOOTHHKHM OaHKA MJIM COTPYIHUKHU MOJHUIIUU HE
OCYIIECTBISIOT MOOOHBIX 3BOHKOB. [laske ecin Bam 1mo3BOHHUT pabOTHUK OaHKa, TO OH B IPaBe TOJIBKO
nonpocuTh Bac 3a0mokupoBaTh Bamry KapTy M oOpartutcss B Omipkaiiiiee oraenenue Oanka. JlaHHbIe
0aHKOBCKOI KapThl, TaKHe KaK HOMep KapThl, a yx TeM 6osee koa CVC nepenaBars KOMy-JIMOO0 3aIpelIeHO,
Y HUKTO HE BIIPaBe y Bac ero TpedoBath.

6) IIpnoOpeTenne ToBapoB Ha caiiTax 00bABICHUN (ABUTO H T.1.), 3aKa3 JOCTaBKH 4ero-indo uepes
cepBuchl «brmabnakapy. [loTepneBmii cam HHUIUUPYET 3aKa3 TOBAPOB HIIN YCIIYT, IIPU 3TOM IIpu Oecezie co
3TIOYMBIIIJICHHUKOM TIEPEXOIUT [T OOILICHNUSI B MHBIE CEPBHCHI, Takue Kak «BaTcAmy, « TenerpaMmm» u T.11.
Vike B yKa3aHHBIX CEPBUCAX 3JIOYMBIIUICHHUK JIMOO MPOCUT NEPEBECTH MPEAOIUIATY 3a TOBAPHI M YCIYTH,
100 MPUCHIIAET CCHUIKY SKOOBI CEpBHUCa IO MEPEBOAY ICHEKHBIX CPEJCTB, 3a4aCTYIO C JIOTOTHIIAMHU «ABUTO
oriaTay, IMoCJie Yero MOTEPIEBIINA MEePEeBOIUT JICHEKHBIE CPEICTBA, HE MOJydYas MPH 3TOM 3aKa3aHHbBIE
TOBapbl WM ycInyrd. Taxke UMeNu MecTo OBITh Ciydad, KOTJa MpPH BBOJIE JAHHBIX OAHKOBCKOW KapThI
MOTEPIIEBIIIETO B BBHICIIAHHOW €My CCBHUIKE, JICHE)KHBIE CPE/ICTBA HAUMHAIIN CIIMCHIBATHCS aBTOMATHUECKH B
pa3HBIX CyMMax, He 3arpainBas Py 3TOM KaKHe-THO00 MOITBEPKIAIOIINE KOJIbI.

7) 3BOHOK OT OAaHKOBCKOW OpraHu3aiu ¢ poOOTU3MpPOBaHHBIM TekcToM. [loTeprieBiemy pasnaercs
3BOHOK C pOOOTH3UPOBAHHBIM TEKCTOM O TOM, YTO IOJ[aHA 3asBKa B OAHK Ha MEPeBO/I, MO0 Ha MOJIydeHUEe
KpeIuTa Ha BHYIIUTENBHYIO CyMMa. B 3TOT MOMEHT He KOHKPETHU3UpPYeTCss HU OaHK, B KOTOPOM ITOJaHa
3asBKa, HU JJaHHBIE roTepresmero. [locie mogoOHOro 3B0HKa pa3IaeTcsi 3BOHOK YKe OT SKOOBI COTPYIHHKA
0aHKa, KOTOPBIA YK€ JaeT TMOTEpPIIEBIIEMY YyKa3aHWs, KaK BBINTH W3 CUTYallW, NMPHHYXAAs TepenaTh
MePCOHANBFHBIE JIaHHBIE, MO0 OCYIIECTBUTH TIEPEBOJ JCHEKHBIX CPEACTB. B MaHHOW CHTyaluu HYXHO
MMOMHHUTB, YTO OAaHKOBCKHME pAaOOTHWKH MOTYT 3BOHHUTH KJIMEHTaM OaHKa TOJBKO C YBEIOMHTEIBHOM
nHpopmaneld, HUKaKUX IEpEeBOJOB B Tele(OHOM peXUME OCYIIECTBUTH HE BO3MOXKHO. B ciyudae
MOJTy9YEeHHUsT T0JI0OHOTO 3BOHKA CTOWT, IPH BOZHUKHOBEHWH COMHEHHsI, OOpaTHTHCS B OaHK.

Oco6oe BHMMaHHUE MpPOIlYy yAeIUTh MH(GOPMAIMM O BO3MOXHBIX MOLIEHHUYECKUX ICHCTBUSAX IPH
MIOMOIIIX TOJIOCOBBIX IOMOIIHUKOB B YIIPaBICHUN OAHKOBCKUMH CUETAMU.

Ecnu Bam 3BOHAT M IpOCST OTBETUTHh Ha BOIIPOCH! (PpazaMu «1a» WM «HET», TO €CTh BEPOSTHOCTb
TOr0, 4TO B 3TO BPEMs MPOMCXOIUT B3JIOM Ballero OaHKOBCKOIO cYeTa MPH IMOMOIIM T0JIOCOBOTO
yIpaBJICHUS.



